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GRIDOBSERVER OVERVIEW

MANAGER OF MANAGERS VS. ELEMENT
MANAGEMENT SYSTEMS

GridObserver is a comprehensive Manager of Managers (MOM) which
fully integrates into your current smart grid. As a MOM, GridObserver
fulfills a critical role within your network by detecting each piece of
physical and virtual equipment, their relationships, and mapping your
entire network to provide a complete view of its activity and status.

Typically, an element management system (EMS) or a network
management system (NMS) is used to monitor a network. Some larger
networks even require several EMS and NMS configurations to ensure
the smooth operation of all the equipment within the network. EMSs and
NMSs only look at discrete pieces of equipment from the manufacturer
who created it.

As a Manager of Managers, GridObserver collects data from the EMSs
and NMSs within your network to assess all aspects of your grid.
Once integrated, GridObserver also hands control to those smaller,
more specialized systems when appropriate to ensure your network is
operating at maximum efficiency.
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GRIDOBSERVER PROVIDES A COMPLETE
VIEW OF YOUR NETWORK

Although there are other Manager of Managers on the market,
GridObserver grabs more data from your network and paints a clear
picture of your system. GridObserver goes to work immediately after
installation, detecting your network’s devices and stitching together
information to build a model of your entire smart grid.

Most MOMs are designed only to retrieve surface level data and pre-
defined metrics. GridObserver looks beyond the industry standards
to bring you more significant data than any other management
system. With the ability to gather, analyze, and report more than
100,000 different indicators, GridObserver gives you more power and
possibilities than any other Manager of Managers.

WHY GRIDOBSERVER?

GridObserver is the product of over 20 years of careful engineering.
Designed by network engineers with their fellow engineers in mind,
GridObserver has been built from the ground up to be your ideal
network management solution. This Manager of Managers goes far
beyond the capabilities of other MOMs on the market, collecting
more data and providing more actionable insights than any other
management system.

Anomaly Analysis

Standard network management systems come with a fundamental flaw:
they only report issues after a failure or outage occurs. GridObserver
changes that way network monitoring is performed by continually
tracking key indicators and data to detect performance anomalies and
alert your team before it becomes a problem. Using machine learning,
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the system filters out noise and insignificant data and delivers prompt
alerts when it detects a problematic anomaly.management system.

Unmatched Data

GridObserver gathers all available data from devices within your
network. Not only does it collect device information, but it also tracks
the relationships between equipment, physical locations, and external
factors. GridObserver finds the geolocation of each network component
and generates a map to make dispatching technicians simple. The
system even uses device locations to take local weather into account
when analyzing performance and potential problems.

Agentless Access

Most network management systems require physical devices be
installed specifically to interface with the network. GridObserver’s
completely agentless and clientless design means there is no physical
user interface to maintain and no designated access portal. The
GridObserver interface is accessible from any standard web browser.
That ease of access allows you to retrieve your data, create reports, and
respond to alerts anytime, anywhere.

Leading Indicator Technology

The heart and soul of GridObserver lie in Leading Indicator Technology®
(LIT®). LIT uses your network’s data to provide a complete view of what
is currently happening, insights into what will happen in the future,

and accurate diagnoses of problems before they occur. The secret to
GridObserver’s Leading Indicator Technology is its ability to understand
devices and their relationships at a deeper level than any other
management system. Through machine learning, this MOM processes
device journals, metadata, device details, and SNMP information to
provide valuable insights unavailable from other monitoring solutions.
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Key Performance Indicators

Tracking key performance indicators (KPIs) is an essential aspect of

any business. Through customizable reports and in-depth analysis,
GridObserver provides more insights into your KPIs than any other
network management system. GridObserver produces both on-demand
and scheduled reports on any key metric you choose, ensuring each
member of your team has the information they need to be successful.

C-level Executives

KPI tracking allows executives to see network health and needs giving
them the ability to make informed decisions and invest funds and
resources with confidence.

Network Engineers

Engineers use KPI reporting to see when equipment needs to be
upgraded, changed, or added to maximize network coverage and
efficiency.

Network Operators

KPIs allow operators at all levels to keep tabs on the network they
service and stay informed of potential issues before they cause outages.

Ease of Implementation

Most network management systems are cumbersome to install and

can take months, or even years to fully deploy. GridObserver quickly
integrates into your smart grid and, in most cases, is fully operational in
under 30 days. Customization is a crucial component of GridObserver,
so each installation is explicitly tailored to fit in the existing network. This
personalized approach to installation maximizes utility and minimizes
unscheduled downtime. GridObserver is also manufacturer agnostic,
allowing it the flexibility to install seamlessly into any smart grid system.
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GridObserver® furnishes reports
which allow executives to know
how to allocate $.
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GridObserver® provides reports that NETWORK DATA IN
assist engineers in evaluating needed
network upgrades and adjustments.

.....................>

= == OPERATIONS

GridObserver®generates reports
that inform Operators of potential
problems and errors, which increase
network uptime and availability.
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GRIDOBSERVER INTERFACE:
WHAT AM | LOOKING AT?

Main Dashboard

The first screen you encounter when you log into GridObserver is the
main dashboard. This screen displays the most recent query of the
network at the time the page loads. From this main dashboard, you

can access the various tools and components of GridObserver. The
following information is intended to provide an overview of the different
tools and elements of the system.

GO Demo Network Overview

The main screen displays a list of all the devices that are in the network.
This table shows all network devices and can be customized to display
selected device information.

GO Demo Network Overview

Refresh table with the latest data from the network.
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The left panel on the dashboard allows you to view customizable
collections of devices and sites. This panel is visible on every screen you
navigate to in GridObserver.
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One of the prominent features on the GridObserver dashboard is the
red, yellow, and green status options. With these options, you can sort
quickly through the various states of the devices on the network.

GO Demo Network Overview

Error (Red)

If Error is selected, the screen will display a list of all devices that are
actively responding with errors. The errors might indicate the following:

- The device is not responding to monitoring service
« The device needs immediate attention

Warn (Yellow)

If Warn is selected, the screen will display all devices that are actively
responding with warnings. The warnings might indicate the following:

- Something may be wrong with a device
- Potential concerns ranging from environmental factors to
configurations and connections.

Ok (Green)

If OK is selected, the screen will display all devices that are operating
according to their configuration.
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Top Menu

The different features, reports, and tools are accessible through the top
menu. The following is an overview of what can typically be found under
each menu option.

Administration v Operations %  Engineering % Executive % Mapping % Custom Reports %  Developer Tools v

Note: Because the menu system is customizable (depending on the needs of the
network), not all options are described.

Administration

This primary menu option is found in all builds of GridObserver. From
this menu you can do the following:

« Access, edit, and view Devices, Device Types, and Sites
« Discover devices on the network

. Create, edit, and view Device Probes

« View SNMP profiles

- Create, edit, and view Groups and Group Collections

- Manage users and their roles

Operations

This option supports the tools and reports that are useful to network
operators. Many tools and reports are customizable under this section
based upon network operation needs.

- Actionable Intelligence Engine

« The Operations Dashboard provides a central location for operators
to view the network status

- Reports on information such as availability, latency, loss, SNMP
browsers, MAC lookups, and MIB tables

conxx
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Engineering

The Engineering options are typically industry specific and customizable
to meet the needs of network engineers.

« The Engineering Dashboard provides a central location for
operators to view various network KPIs

» There are also options for MPLS related reports, alarms, and other
various tools

Executive

The Executive options allow executives to access and view pertinent
data related to desired metrics.

» The Executive Dashboard provides a general overview of key
metrics that help influence business decisions
« Custom reports, such as a metric report, provide KPIs to executives

Mapping

GridObserver can geocode locations and devices. The Mapping option
contains various tools available for that purpose:

« Point-to-Point Planner and Point-to-Multi-Point Line of Sight Analysis
for location and equipment planning

» The option to view all sectors

« Maps, a map builder, and Google Earth

« Custom tools or options related to geolocations and mapping

Custom Reports

This menu option contains any custom reports that are pertinent to
multiple responsibilities within your network and organization.

qy GRID
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Sites

Another important component in GridObserver is the Sites list. Following
is a brief look at what you can find in the Sites section under the
Administration option in the top menu.

Each device in the network will be assigned to a specific site. Sites are
the physical locations for devices. A site can have multiple devices.

When you navigate to the Sites list, you will see a table with a list of
sites. From this screen you can select sites to view or edit and create
new sites for the network.

Sites

Site Name Address Device Count
T 3

on
BEEE
s0.0223%64 1

f

When you select or create a new site, a screen will load with a number
of fields and a vertical menu of options on the right.

Name |Search for an address
pe— Carl's Jr.
Map  Satellite
Address Santa Maria Bowse New Delete
27 Carmen avenida Higroouco
. . aCandelaria Site Details
City State Zip Tlapala
n Site Devices
Valle Vista Colonia "D 1m0 e
Tezoquipan Site Messages
Phone Fax
@ Sanafee] Devices Status Graphs
Tialmanalco
Santa Maria e/ Eeris
Latitude Longitude >
< 4’3 Performance Indicators
Incident Anomaly Analysis
[Notes T
"Mes‘ | ;\go + Indicators
4 ire
Son Francisco i Site Uploads
oo Tetaban. oo - :
»opula .

You can select from the following options:

« Site Details

Site Logins

Hyperlocal Weather

Includes basic information about the site, such as the name of the

site, the address, latitude and longitude, and any notes related to
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the site, such as instructions to follow when accessing this site.

« Site Devices
Lists all devices currently assigned to the Site as well as device
details, such as device name, IP address, device type, and physical
location. Clicking on a device from this menu navigates you to that
device’s page.

- Site Messages

« Devices Status Graphs
Provides graphs representing the status of every device associated
with the site.

« Latency Graphs

« Performance Indicators

« Incident Anomaly Analysis

« Indicators

« Site Uploads

» Site Journal

- Site Logins

» Hyperlocal Weather - (If enabled in the build).

Devices

The Device list is accessed through the Administration menu or from the
left side bar. Devices are pieces of equipment in a network.

Devices

Device Name 1P Address Site Latitude Longitude

@

howing 1 to 36 of 1,120 entries eon )]
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As in the Sites section, once a device is created or selected a set of
fields and vertical menu will appear on the right.

DeviceName  Device Type IPAddress  SiteName  Current Status

MPLS__8-31

MPLS_8-31 MPLSSwitch 192.168.152.31 Banamex ok

Browse New  Delete

State History

Last 120 days 2=t

Hours

SNMP roy

Counts

Date h
Day Details

January 27 (Sun), 2019

Status Duration % State Changes

e
State Percent ok masseM 206500
0Ok 66.491%
Warn 0.000%

The following are some of the options accessible through a Device
screen.

« Device Overview
View State History, Day Details, and State Changes
« Device Details
Access site, device location, device information, and IP address
» Device Journal
Allows notes to be taken and stored with other device information.
« Device Uploads
Select and upload device-specific files here (e.g., manuals and
photographs)
« Interfaces
» Supported SNMP Tables
« Interface Traffic, Packet Counters, and Error Counters
Monitors the flow of packets and any packet delivery failures
» Messages
Searchable semantic data sent from the device and color-coded to
indicate severity
« SNMP Browser
« Indicators

conxx
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« Device Health
- Latency/Loss/Jitter
» Custom Graphs

Device Probes

Probes track specific device features on a repeated basis. You can
access the list of Device Probes through the Administration menu
option. Like Devices and Sites, Probes are displayed in a table format
that allows you to view, edit, or create new probes.

Linked Types Count Linked Devices Count Result Count SNMP DataPoints
T o 0 o

Once a probe is selected or created, a new screen with a vertical menu
on the right appears with fields and options relating to the probe.

Probe Details Check SNMP
Probe Name Browse  New  Delete
o

Storage Strategies

The following are some of the options that can be found in the probe
screen:

qy GRID
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« Probe Details

Probe name and Intervals (in milliseconds)
« Associated Device Types

Add or remove existing Device Types
- Data Collection

Add or remove SNMP Queries, OIDs, and Request Types
- Data Processing

Add basic expressions
« Alarm Conditions

Specify alert messages for Return Codes (OK, Warning, Error)
- Storage Strategies

View existing or add new storage strategies

conxx
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QUICK-START GUIDE

OVERVIEW

To get up and running, you’ll need to complete these steps:

1. Add/Verify Network Information
« Sites (pg.23)
+ Device Types (pg.26)
« Devices (pg.29)
« SNMP Profiles (pg.33)
2. Add Additional Information
« Custom Field Sets (pg.36)
» Uploads and Documents (pg.41)
« Journals (pg.45)
3. Monitor Your Network
« Devices and Sites (pg.48)
« Group Collections (pg.51)
» Reporting (pg.54)

Conxx has likely completed some of these steps for you. You may

skip sections that are already complete after verifying the information
present is correct.
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ADD/VERIFY NETWORK INFORMATION

The first step you must complete is to verify that the network information
you provided to Conxx for input is correct, complete, and up-to-date.
New information may need to be input if changes have been made to
your account since it was created.

Information that needs to be added or verified includes the following:

- Sites

« Device types
- Devices

« SNMP profiles

Once you have added and verified your information, your account will
be up and running.

Sites

Sites are the physical locations of devices. Site information serves as the
primary system for grouping and tracking your devices. Each time you
create a new device you will designate which Site it belongs to.

If you have already provided information to Conxx for your sites, many
of the steps below will already have been completed. Navigate to the
appropriate pages to verify or input the correct information.

Adding a Site

1. Select Sites from the Administration drop-down menu.

I oDemo x o+

< C @ https//godemo?.concxnet/index.cfm

Administration A  Operations v  Engineering v Executive % Mapping %  Custom Reports v  Developer Tools v
Devices H
GO Demo Network Overview
Device Types R

Device Discovery
Device Name Device Type
FANAPI6162 E

Device Probes

FANAP16.163 2

M e oo

Custom Fieldsets
SNMP Profiles

Groups

Group Collections

Sites

Users.

[
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2. Click the Add Entry button.

Mapping v Custom

(67) iZ‘fwm Sites

[o- e oo |
-

Netuwork Summary 2

M 0 0 BackhaulTyps A
0 ADO Bus Terminal

0 ARemergencias

0 Auditorio Municipal|
0 Auto Hotel Peccato’
o
o
o

s1zaacale
Banamex Ladenens

Bodega Aurrera
Gasolinera

Acs
alert_test

AL esso
AWTTS0
ALUDMX

Aviat Nicrowave
Cambium 650
Cisco Equipment

:

ADO Bus Terminal @
‘Aduana Mexico Tiju:
Alsuper

Arena Monterrey
Auditorio Municipal
Auto Hotel Peccato
Ayuntamiento Muni

o
o
o
0
o
o
0
o

Showing 11052 of 407 entries )

3. Input the following information:

B G0 Demo x|+
< c a 1. fm

Administration v

Operations v  Engineering v Executive v  Mapping v  Custom Reports v Developer Tools v

(qj) GRID Identification & Site Search for an address
OBSERVER Site
Map  Satellite
‘ Select an option v
‘Santa Maria
Device Type Huexoculco
Select an option v aCandelaria
Tlapala
n
1P Address P oo
Tezoquipan
Network Summary o © San Rafael
fI3) 0 0 BackhaulType A Name Rk
B8 o o ADOBusTerminal ST
B8 o o ARemergencias
BB 0 o Auditorio Municipal Serial Number
B8 o o AutoHotel Peccato’
8 o0 o Banamex
0 | 0 BadcealiiEE Latitude Longitude e
B8 o o Gasolinera San Francisco Santiago
B o o Gasolinera oot Zriteey Cusuhtgnc
Google Map dets 02013 Googl. INEGI Terms of Use  Repar
@ o EWoeviceTypes A Suppress Alerts: (]
B8 0 0 alerttest
0 0 ALU6850
0 0 ALUT7T750
0 0 ALUDMX
0 0 AviatMicrowave
0 0 Cambium 650
BB 0 o Cisco Equipment

TIP: Pick a name that will help you easily identify the site in the future.

« Name. Create a custom name for this site.

- Address, City, State, and Zip

« Phone Number and Fax Number associated with this
specific site.

El GRID
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- Latitude and Longitude. Input the latitude
and longitude manually, or use the Google
Map window at the bottom of the page to
auto populate the information.

» Notes. Notes can be updated or changed
at any time and include additional
information related to this site.

4. When finsihed, click the Save button.

conxx
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Device Types

The Device Type is the role a piece of equipment plays in the network.
Many pieces of equipment can be the same make/model but have
different device types. The Device Type determines what will be
monitored and what data will be collected from that device. Devices
can be grouped by Device Type for such purposes as creating fieldsets,
collecting data, or reporting.

If you have already provided information to Conxx for your device types,
many of the steps below will have already been completed. Navigate to
the appropriate pages to verify or input the correct information.

Adding a Device Type

1. Select Device Types from the Administration drop-down menu.

wecutive v Mapping v Custom Reports v Developer Tools v

GO Demo Network Overview

Device Type

qy GRID
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2. Click the Add Entry button.

GRID .
(G?) OBSERVER Device Types

Network Summary

1 cooeme x4

(Gy) GRID
OBSERVER
- e Manufacturer Model Ico
. ] Device Type Description
Network Summary 2

Available Interfaces

) 42 SNMP () € Traps (2 >_ SSH ) X Telnet (1 @ Web [ @SSL

Alert Thresholds

Latency Loss %

Ping Type: Dropped Pings to consider unreachable
None

List of Indicator Values

- Device Type Name

- Manufacturer

« Model

« Icon (select from the drop-down list)

- Device Type Description (information
related to how the device is used)

conxx

ooty [ (&

New Entry

New

TIP: You can
select any icon to
represent your
device type, but
it's best to use
something that
will be meaningful
to you and other
users.
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4. Fill out the following information:

(Qy) GRID

OBSERVER
(ce..
.

Network Summary 2

ooty (12 &

New Entry

Device Type Description

Available Interfaces
) 42 SNMP () € Traps (1 >_ SSH ) X Telnet (1 @ Web (] @ SSL
Alert Thresholds

Latency Loss %

Ping Type: Dropped Pings to consider unreachable

None

List of Indicator Values

* Available Interfaces (how that device type can respond)

* Alert Thresholds

4. When finished, click the Save button.
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OBSERVER



GRIDOBSERVER QUICK-START GUIDE

Devices

Devices are pieces of equipment. They are grouped by Site and Device
Type (the role the Device plays in the network). Examples of Devices are
switches or routers. Each time you add a new device you will need to
specify its name, site, and type.

If you have already provided information to Conxx for your devices,

many of the steps below will already have been completed. Navigate to
the appropriate pages to verify or input the correct information.

Adding a Device

1. Select Devices from the Administration drop-down menu.

v Erecutive v Mapping v Custom Reports v DeveloperTools v

GO Demo Network Overview

.

/DOEE0SE0R JEE0800REE jO
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2. Click the Add Entry button.

@ coveme X+

€ 5 C @ hups//godemor.coneenetviews/equipment/browse.ctm
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oot v

$ GRID D .
OBSERVER evices
Ooc | Bhen| Ocror | o naress s bevce e Lruce Longruce
152168.152.100 Oficine de Correo PolacioFedersl  MPLS Switch 187602572 “seavTs02ee l
Network Summary &) MELS Switch 1857025535 986425044
BB 0 o BackhaulType A N pissutch p—
B 0 0 A00Bus Terminal [ 5
BB 0 o ARemerzencias e 192168152100 LSS Py
BB o o Auditorio Municipall P~ T e P—
BB 0 0 AuoHorelPeccaro’ . — e
BB o o Banamex oS e e ssamssre
0 0 Bodegahumers Eroom —
D 0 o Gasolinera —_— —
EB o o Gasolinera s e s upissmich e
@R o EBoeviceypes A s ess
Bo o et cue weLsswten
BB 0 o0 alertcest = 194c00987
0 0 AWesSO weis e MPLS Switch 18162
0 0 AWTTS0 MRS e122 MeLS Switch 1957550231 -99.13179287
0 0 AWDMX 1022196189 Sas2soaen
0 0 Aviat Microwave oy wPLS Swieh 1sz26m83
) 0 o Camblumsso p—— LSS
BB 0 o CiscoEquipment — =
@ o EBsites ] eSSt s
BB 0 0 A00Bus Terminal cEaon e
BB 0 o AduznaMexicoTiju: ess_ s Cinsmexconsuenss [r—
B o o Al es £16 wea selssuten
KB 0 o ArnaMonterrey e o1 Polloreiz et swteh ssamasisiz
BB o o Auditorio Municipal s ez P e ss2rz9001
BB 0 0 AutoHotel Peccato’ ps s pras—— P pry——
BB o o Ayuntamientotunt Ciodelboiuedeaiecin  upSSNch —
0 0 Ayuntamiento Muni "
3. Select the Site for this device from the drop-down menu
<« C @ hitps//godemo?.conccnet/views/equipment/details.cim
% GRID Identification & Site [Search for an address
OBSERVER' Site New Entry.
Map  Satellite 5]
” [[sectonopton .
Santa Maria ]
m Device Type e
1P Address Son Mateo.
Network Summary 3 = oo
2 o o BackhaulType A Name ”“‘”"mw:mrw
@8 o o ADOBus Terminal cofi
€8 o o ARemergencias “fﬁ
(B0 o o Auditorio Municipall ‘Serial Number
@B o o AutoHotel Peccato”
o 0 BodegaAures Lattude Longiude = +
3 o o cason Senfrencised antiago
B 0 o Gasolinera oo Zsmskan(  Cunitecy -
Google Map data §2010 Coogle,INESI  Tarmo cf Une  Repcrt  map oo
@ o EBoevicetypes A Suppress Alerts: [
a: .
B8 o0 o slerttest
@ o o awomx
B o o AviatMicrowave
B3 o o cambiumeso
0 0 CiscoEquipment
G o EWses ~
@B 0 o ADOBus Terminal @)
8 0 o Aduans MexicoTiju:
@B 0 0 AwenaMonterrey
€8 o o Auditorio Municipal
BB o o AutoHotel Peccato’
B 0 o Ayuntamiento Muni
B o o Ayuntamiento Muni
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4. Select the Device Type from the drop-down menu.

@

OBSERVER' i = New Entry

™

(o o o
——

1P Address

Network Summary

Serial Number

Latitude Longitude

‘Suppress Alerts: [

(q?) g';‘; RVER s"‘, — : = New Entry
=
Eworksummaw o -
]
E Serial Number
8
[ ]
8
2
g
]
a
&
B

- IP Address

TIP: Pick a name
« Name .
that will help you
Create a custom name for this specific device. easily identify
« Serial Number the device in the

- Latitude and Longitude. Either input location HIRITE,

manually or use the Google Map search at the
bottom of the page to find the site’s location.

conxx
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6. Select the SNMP Profile for this device from the drop-down menu.

q GRID
OBSERVER'

e
E——

oot v [ 121 2

New Entry

o A
o AR
0 Au

0
0

0

0

o

0

o

o

o

0

0

o o AW
0 0 AwoMK
o o A
o
0
o
0
0

0

o

0

0

o

o

Network Summary o

{3 o o Backnauttyp:

0 alert_test
o AWeas

S vafanl

7. When finished, click the Save button.
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SNMP Profiles

SNMP (Simple Network Management Protocol) Profiles are used
for device logins. Profiles can be applied to any device or device
type. A profile contains the access credentials your system uses

to communicate with the devices to which the profile is applied so
you can make queries or changes. This feature provides a means
for efficiently storing or changing authentication credentials. When
SNMP credentials need to be updated, you can make changes in
one place rather than having to change credentials for each device
separately.

If you have already provided information to Conxx for your SNMP
Profiles, many of the steps below will already have been completed.

Navigate to the appropriate pages to verify or input the correct
information.

Adding an SMP Profile

1. Select SNMP Profiles from the Administration drop-down menu.

GO Demo Network Overview

TIP: You can search for and edit existing SNMP Profiles by entering text in
the Filter field.

conxx
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2. Click Add Entry.

I coveno x4

€ > C @ hups//godemot.conmenet

GRIDOBSERVER FEATURE OVERVIEW
AND QUICK-START GUIDE

Developer Tools v

RD
(4D Yooty b [laie |

o
0o o o-- [ B

Network Summary o

D o o BackhaulType A~
0 ADO Bus Terminal
0 AR emergencias

0 Auditorio Municlpal

0 Auto Hotel Peccator

E

0 Gasolinera

o EWoeviceTypes A~
0
o
0
o 0 AWms
o
o
o
o

0 Cisco Equipment

Elsites ~
0 ADO Bus Terminal @
0 Aduana MexicoTiju:
0 Alsuper
0 Arena Monterrey
© Auditorio Municipal
© Auto Hotel Peccato!
©_ Ayuntamiento Muni
0 Ayuntamiento Muni

[-T-[-LLENERL R EN L]

Showing 1102 of 2 entries

3. Input the following information:

@ conene x4

<

C @ nups//godemot conknet’

q GRID
OBSERVER

0 AR emergencias
0 Auditorio Municipal

B o o wosuseminal I

0_Gasolinera

EoeviceTypes A

o
0
o
o
o o AT
o
o 0 Avsthicouave
o o cambiumsso
o 0 CiscoEquipment

o EBstes ~
o 0 008 Terminal O
o 0 Aduana exico Tij:
o 0 Asuper
o o Arnavonterey
00 Auditoro Municpal
0 0 Auto Hotel peccso
o
o

©_ Ayuntamiento Muni
o Ayuntamiento Muni

« Profile Name
« SNMP Version

Administation v Operations v Engineering _Exccutive v Mapping v Custom Reports v _ Developer Tools v oot~ [

SNMP Profile Information
Profile Name New Entry

SNMP Version| Select +

SNMP Profle Details E

TIP: The SNMP

version specifies
how the string is
being encrypted.

EI GRID
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4. Depending on the SNMP Version you are using, input the

following information:

v1 or v2c: Community String

@ conene x+
€ 5 C @ hups//godemorconsuns

%R
OBSERVER'
=

Network summary %

@D 0 o saamunye A
B o o wosusreminal
B o o ARemergenciss
BB 0 o Audiorio wunicpa
B8 0 o AutoHotel Peccato'
B o o anamex

o0 Bodegaurrera
o 0 Gasolinera

0 0 Gasoliners

o EBowiceTypes A
o 0 acs

o 0 st

o o AWes0

o o AT

o o AwomK

o 0 vsthicouave

o o Cambiumsso

oo Ciscoquipment

EBsies ~
o 400 Bus Terminal B
o Aduana MexioTl

0 Auditorio Municipal
© Auto Hotel Peccato!
©_ Ayuntamiento Muni
0 Ayuntamiento Muni

g
[2]
(=]
=]
(2]
=]
(=]
=
[=]
(]
(]
(]
=]
[z}
(=]
]

o
0
0
0
0 0 ArenaMonterey
0
0
0
0

SNMP Profile Information
Profile Name

SNMP Version

VIN? Variables

Community String

oot v [

New Entry

SNMP Profie Detalls

v3: Username, Authentication Protocol, and Privacy Protocol

@ covems x4
€ 5 C & hups/godemol conccnetiieus/sney

$ GRID
CpserveR
o

Network summary ©

ons v Engineering v Ex v Mapping v Custom R

{D 0 o sackhauType A
0 ADO Bus Terminal

0 ARemergendas

o Auditorio uricpa|

0 Auto Hotel Peccto'

o Banamex

0 Bodega urera

0 Gasolners

0 Gasolners

EloeviceTypes  ~
o acs

o
0

0 0 aler test
o o Aweeso

o o AW

0 0 AWDMK

0 0 AviatMicrowave
0 0 Camblumsso
0 0 cisco Equipment

o EBsites ~
o 0 005 Terminal B
o 0 Adusna exio i
o 0 Msuper

0 0 Arena Monterey
o 0 Auditoro Municipal
0 0 Auo Hotel peccao’
00

o

- TE]

ris v erTools v

SNMP Profile Information

Profile Name

SNMP Version|[ 5+

V3 Variables

Username
Authentication Protocol

Select

Privacy Protocol

Select

5. When finished, click the Save button.

conxx

oot (2
New Entry
Bowse  New

SNIP Profil Details

35



36 GRIDOBSERVER FEATURE OVERVIEW
AND QUICK-START GUIDE

ADD ADDITIONAL INFORMATION

After you've verified and added basic information, you can add
details to the devices and sites within your GridObserver® network.
Adding additional information allows you to customize resources
for each device. You can add things like user manuals, maintenance
records, instructions for accessing devices, or information that
cannot be determined from queries.

There are three features you can use to attach additional
information: custom fieldsets, uploads and documents, and journals.
Complete the following sections to optimize GridObserver’s
functionality.

Custom Fieldsets

Custom Fieldsets are custom metadata labels that can be associated
with either Sites or Device Types. Fields are completely free-form:
you can add any kind of metadata you like, and fieldsets can be
added to any device or site. The custom fields will show up on the
details page of any Sites or Devices that you associate with that
fieldset.

Fieldsets are used to include information that cannot be determined
from an SNMP device query or information that would be useful
when accessing a particular device or location.

Examples

Site: Info on tower height; PIN codes for entry to locked areas.
Device: Name of the room it’s located in; wifi broadcast name and
password.

qy GRID
OBSERVER
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Adding a Custom Fieldset to a Device Type or Site

1. Select Custom Fieldsets from the Administration drop-down

menu.

ations v Engineering v Executive v Mapping v _ Custom Reports v Developer Tools v oot v [ 122

GO Demo Network Overview

Device Name Device Type
[-]
a
-]
-]
a

O o EWoeviceypes

[ (-]

[

> K

> K

oo

o viat icrowave
00 Cambiumeso

B 0 o ciscoFquipment

jug

o .

3. .

D3 0 o Arnatonterey

B8 o o Audiorio uricipal a

BB 0 o AutoHotelPeccato a

B o o Ayuntamiento Muni -]

[> K

Mapping v

(67) gg'sbswvsn Custom Fieldsets

o
oo |8 o |

NomarE e

Network Summary o
0 0 BackhauType A

'ADO Bus Terminal
AR emergencias
Auditorio Municipal
Auto Hotel Peccato’
Banamex

Bodega Aurrera
Gasolinera
Gasolinera

Acs
alert_test

ALU Ges0
AWTTS0
ALDMX

At Microwave
Cambium 650
Cisco Equipment

EMoeviceTypes A
0
0
0
0
0
0
0
0

ADO Bus Terminal @)
‘Aduana Mexico Tiu;
Alsuper

Arena Monterrey.
Auditorio Municipal
Auto Hotel Peccato’
Ayuntamlento Muni

conxx
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3. Input the Name of the Fieldset.

[ conem x4 - x

mse

RID
(67) OBSERVER Fieldset Details New Entry
e Nam v New
Oox
Network summary 2

[ o o Ba

Type

o Acs
0 slert test
o AWses)

0 AWTTS0
0 ALUDMX.
o

SOE0E |0E000R00)

TIP: The Name of the fieldset is the label for a group of fields. The name you
use should make sense for all the fields you're including in that fieldset.

4. Click the Save button.

5. Input the New Field Name and click Add. You can add as many
new fields as you want.

1 covens

ot (122

G GRID -
(OBSERVER' Fieldset Details Fieldsets Demo
i« Name Bowse  New  Delete
Fedets emo

Custom Fields

created.
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6. In the menu on the right, click Linked Entities to add or edit
device types or sites associated with this new fieldset.

(q7) GRID

OBSERVER
= E:
-]

Network Summary o

@ o o Backnauttype A
'ADO Bus Terminal I

AR emergencias
Auditorio Municipal|
Auto Hotel Peccato’
Banamex

Bodega Aurrera
Gasalinera

0
o
o
o
o
o
o
o Gasolinera

E¥ocviceTypes A

o
0

o

o

o o w0
o o mUDNK
o 0 AdatMicowave

o 0 Cambiumeso

o o CioEquipment
st ~
o 00 BusTerminat B
o Aduana Mexio i
o euper

o ena Monterey

o Audoraaricpat
o Auto HottPeceto’
o Ayuntamento
o Ayuntamiento uni

[-[-LL-LL[-TENETR] RS E T

e v Mapping v C

Linked Device Types Linked Sites

Setectasracaln

selecta devcetype ok

No devices are linked to this fleldset, Nositesare linked to this fleldset

.

ooty [

Fieldsets Demo

7. Use the Select a device type to link or Select a site to link drop-
down menus to link the custom fieldset to device types or sites.

I ovemo x4

€ 5 C @ hups//godemot.conocneti

(q7)emo
OBSERVER!
(o |

Network Summary o

@D 0 o Backhautype A

'ADO Bus Terminal
AR emergencias

0
o

0 Auditorio Municipal
0 Auto Hotel Peccato’
0 Banamex
o
o
o

Bodega Aurrera
Gasolinera

Gasolinera

acs
alert_test

AL seso
AWTTS0
ALUDMX

Aiat Microwave
Cambiom 650
Cisco Equipment

o
o
o
o
o
o
o
o

ites
0 ADO Bus Terminal @)

0 Aduana Mexico Tiu

o Alsuper

0 Arena Monterrey.

© Auditorio Municipal

0 Auto Hotel Peceato!

0 Ayuntaniento Muni

0 Ayuntaniento Muni

fdetailscmid=eS0S081d-cod-41ef9076-€3b0e3Mb6 T Absentitylinks

Linked Sites

| T secctssteon

Nosites are inked tothis fleldset.

sec
ApCuPs 3000 o
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8. Click Edit Devices in the menu on the right to view every device
with this fieldset and add or edit entries in the custom fields.

@) Edit All Devices

Room Entry Code Wifi Broadeast Name WifiPassword

TIP: Custom fieldsets can also be filled out or edited in the Device's or Site's
detail page.
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OBSERVER



GRIDOBSERVER QUICK-START GUIDE

Uploads and Documents

Uploads are files that can be associated with either Devices or Sites.
Within Device Types, this feature is called Device Type Documents.
An example of an Upload might be photos of the site or device, or
the user manual.

Adding a New Upload or Document

1. Select Devices or Sites or Device Types from the Administration
drop-down menu.

I oDemo x o+

< C @ https//godemo?.concxnet/index.cfm

Administration A Operations v Engineering v Executive v  Mapping v  Custom Reports v Developer Tools v

Deviess GO Demo Network Overview
Device Types k
Device Discovery e m m
Nl Site Name Device Name Device Type
Custom Fieldsets
SNMP Profiles E
Groups [
Group Collections
Sites
Users
User Roles !
Alert Definitions g
GO Information g
GO Performance E
Ji§ 0 0 Gasolinera
g 0 0 Gasolinera L
@ o EWpeviceTypes A
0 0 ACS [ ] [>-]

2. Select a device or site or device type by clicking on its name in

the table or searching for it in the Filter input field.

Devices
]

Netu

]

(8

(B

(3

(=]

[}

(]

g

2]

(8

(3

(B

€3

(2]

2}

g

2]

(8

(3

[}

=]

[E3

=]

[}

g
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3. Select Device Upload or Site Upload or Device Type Documents

from the menu on the right.

Device Upload option:

@ covems x
c>c o
Adminisration v+ Operations v _Engineerng v Exccutive v Mopping v v v

qj GRID DeviceName  DeviceType  IPAddress SiteName
OBSERVER

State History

Network Summary o

BackhaulType A :
woswstemina |
ARemergencias =
Audicorlo Municpal|

Auto Hotel Peccato’
Banamex

Bodega Aurrera
Gasolinera
Gasalinera

Curtent Status

MPLS_5100 MPLSSwilch 192.168.152.100 Oficina de Correo Palacio Federal

oot [

MPLS__8-100

ok

Bowse  New

Last 120 |days

Interface Trafic
rface Packet Co

Interface Error Counters

Device Types
Acs

alert_test

ALU 6850

AWTTS0 e e Bk
ALUDMX Date
Aviat Microwave

Cambiom 650

Cisco Equipment Day Details

s
0 ADO Bus Terminal @
o Aduana Hexo T
o Risuper

0 Arena Honterrey Status Duration % State Changes
o uditorioMunicpal

January 25 (Fri), 2019

state Message Time

0 Auto Hotel Peccata’ state
0 Ayuntamiento Muni
0_Ayuntamiento Muni

CO0RERRAE |BEEEE00REE |0E000RREE

€ > C & sy base-4043-b085-

$ GRID
OBSERVER'

orts v Developer Tools v

Refreshing data...

oot v [ [

ADO Bus Terminal

Actions

2 o o BacknaulTyps A
0 ADO Bus Terminal
0 ARemergencias

0 Auditorio Municpal|
© AutoHotel Peccato
© Banamex
0 Bodega Aurrera
0 Gasolinera
o

Gasalinera

o EBoevicaipes A
o oA
o 0 dertest
o o Mwesso
o o M0
o o AUDMK
o 0 AdatMicowsve
o 0 Cambiumeso
o 0 ciscoFuipment

e ~
0 ADO Bus Terminal )
o Aduana exco T

o Rsuper

o Arena Honterey

o Auditoroaricpal

o Auto el Pecato

o Ayuntamiento i

o Ayuntamiento

L ERERL N ERLELLL L]
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Device Type Documents option:

@ co0eme -
€ sc o ent_typedetatscinid=0 6 720015
Admi Operations v Engineering v Executive v Mapping v Custom Reports v perTools v
@
OBSERVER
esechfor e Refreshing data.

e
—

Filename

Actions

Network summary 2

Backhaul Type
'ADO Bus Terminal

Bodega Aurrera
Gasolinera
Gasolinera

DeviceTypes A

alert_test

=z

DMK
Aviat Microwave
mblum 650

Cisco Equipment

zzEes

sites ~

‘ADO Bus Terminal @

=

Auditorio Municipal

zz
i
38

RERRRERE - |
4

Ayuntamiento Muni

4. Click Select a File and choose your file to upload.

@ covems x +

- coa edBes7-5124-4313.9977- 225621 eb2dbckuplos

Administration v Operations . _Engincering ¥ _Excautive W _Mapping ¥ _ Custom Rep

(67) GRID DeviceName  Device Type. 17 Address Site Name Current Status
(EZE33055 MPLS_8100 MPLSSwitch 192168152100 Oficina de Correo Palacio Federal Ok

Filename

Refreshing data...

Actions

Auditorio Municipal
Auto Hotel Peccat’
Banamex

Bodega Aurrera
Gasalinera
Gasolinera

EBbeviceTypes A~
s

slert_test

lum 650
Cisco Equipment

=

Sites
ADO Bus Terminal )
Aduana Mexco Tiju

Arena Monterrey

‘Audicorlo Municlpal
Auto Hotel Peccato’
Ayuntamento Muri
Aguntamiento Muni

A

[ 1]
o
o
o
o
o
o
o
o

o
0
o
o
o
o
o
o
o

DOSEEEREH |BE0E0ER0E |ER0EREE
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BreezeACCESS GU-BS

Device Type Detals
Devices.

Device es

Ind

Indicator Results
Device Type Documents

Attached Probe

Bowse New

.
Device Overview
Device Detafls
Device Journal
Device Uploads
Interfaces

Supported SNMP Tables

SNMP Browser
Indicata
Device Health
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5. Click Upload after your file has been selected.

@ conene x

G GRID
OBSERVER'

Network Summary o

0 0 BacknaulType A

© AutoHotel Peccato

© Banamex

© Bodega Aurrera

0 Auditorio Municipal

o
0
0
0
0 0 ArenaMonterrey
0
0
0
0

TIP: Uploads are organized alphabetically by file name.

DeviceName  DeviceType 1P Address SteName CurtentStatus
MPLS_8100 MPLS Switch 192.168.152.100  Oficine de Correo Palacio Federal Ok
Refreshing data...

Filename

GRIDOBSERVER FEATURE OVERVIEW

Actions

P
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OBSERVER

AND QUICK-START GUIDE
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Journals

Journals can be associated with either a Device or a Site. Journals
allow you to continually add important information related to a
specific Site or Device in the form of notes. This might include
equipment changes, special precautions, updates, problems, or
repairs. Journals are an easy way to track unique information
associated with a piece of equipment or a location. Entries are time-
stamped and associated with the user who adds them.

Adding Journal Content

1. Select Devices or Sites from the Administration drop-down menu.

GO Demo Network Overview

Device Name e e Last Check _Last Change

conxx
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2. Select a device or site by clicking on its name in the table.

GRIDOBSERVER FEATURE OVERVIEW

AND QUICK-START GUIDE

Network Summary |

0 BackhaulType A~
0 ADO Bus Terminal

0 ARemergencias

0 Auditorio Municipal
0 Auto Hotel Peccator
© Banamex

0 Bodega Aurrera

0 Gasolinera

o

Gasolinera
EBoeviceTypes A

0 alert_test
0 AWsaso

o0 AW

o0 AWDMX

o Aviat Microwave.
© Cambium 650
0 Cisco Equipment

EBsites ~
0 ADO Bus Terminal @
0 Aduana Mexico Tiju:

0 Asuper

© Arena Monterrey

0 Auditorio Municipal

© Auto Hotel Peccato!

0 Ayuntamiento Muni

Devices

oot v [ 12 &

Cearsal

3. Select Device Journal or Site Journal

oWing 110 36 o 1,120 entries

Device Journal option:

@ co0ene x

G GRID
OBSERVER'

Time

Network Summary 2
o 0 BacknaulType A
€8 © 0 A0 us Terminal
B o o ARemergencias
B o o Auditorio Municipail
BB 0 o aotoretpecca’
B o o sanamex
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pes
s

alert_test

Al sas)
AWTTS0
ALUDMX

Aviat Microwave.
Cambium 650
Cisco Equipment

s A

0 ADO Bus Terminal )

o Aduana exico T

o Arena Monterey

o huditorsaricpal

o Auto el Peccato
Ayuntamientoboni

— >

-

Current Status
ok

Added by

LLL-LLLLLERERLERL L]

o
o
0 Banamex

Showing 1102 of2entries

@

GRID
OBSERVER

from the menu on the right.

oot v [

MPLS__8-100

Device Overview

Device Details

Supported SNMP Tables
Interface Traffic

Interface Packet
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Site Journal option:

@ covem x4

¢ c o =047

m Reports v Des oot v [

GRID y » .
OBSERVER Example Site

Bowse  New  Delete

ime oty raseaty
=3 |- ey -
= I— &3~ steper

Network Summary o

0 BackhaulType A

TADO Bus Terminal
ARemergencias Performance Indicators

Auditorio Municipal
Auto Hotel Peccator
Banamex

Bodega Aurrera
Gasalinera
Gasalinera

tAnomaly Analysis

Eloevicetype: A
o acs

0 alert test

o Awesso

o awmso

o AONK

o Avaticrowave

o Cambium sso

o Cisco Equipment

Esies ~
0 ADO Bus Terminal @
0 Aduana Mexico Tiju;
© Arena Monerrey
0 Auditorio Municipal
0 Auto Hotel Peccator
0 Ayuntamiento Muni

T Sowing 1102 of2entries

[.L.IIL- LT L ENTERL L ENL L TE]

o
o

4. Write the journal entry in the New Note input field.

@ covem x4

¢ > o ettes?-5124 97-2a5621eb24bckournal

Adminitation v Operations v _Engineerng v _ Executive v Mapping _ Custom Reports v _De
GRID eviceName  Device Type ess i Name urencstatus —
(Gy) RN Device DeviceType 1P Ade Sten Curmencstat WPLS. 8100
MPLS__8-100 MPLS Switch 192.168.152.100  Oficina de Correo Palacio Federal 0ok

it note details hre, Bowse New  Delete

o [ o

Network Summary ©

Device Journal B

M 0 o Backnautype ~
'ADO Bus Terminal I

AR emergencias
Auditorio Municipal
Auto Hotel Peccato
Banamex

Bodega Aurrera
Gasalinera
Gasolinera

EBoeviceTypes A
o acs
0 slerttest
o Aesso
o AWTs0
o ALoNK
0 Adaticrousve
o Cambium 550
o Cisco quipment

o EBsies ~
o 0 A00Bus Terminat B
00 Advana Mexico T
o 0 Asuper
o 0 renaonterey
o 0 Auditoro Municpal
0 0 Auto Hotel peccto
o
o

Showing 1 to 2012 entries

o
0 Aguntamiento Muni

TIP: Sort the Journal entries table by clicking on the column headers. Use
the Filter field to narrow the entries in any of the categories.

5. Click the Add Note button to save your entry.
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MONITOR YOUR NETWORK

The main purpose of GridObserver® is to make it easy to monitor the
health of your entire network. GridObserver’s features allow you to
organize and filter what you see so you can identify and locate errors
rapidly. Monitoring your network with GridObserver also helps you
identify devices or sites that are in a state of warning, allowing you to
proactively prevent problems before they become disasters.

Complete the following sections to set up the probes that will
identify problems and optimize your network functions.

Devices and Sites

The home screen shows the current status of all devices and sites.
You can click on specific devices and sites or enter a filter parameter
to narrow down the list. By frequently monitoring your devices and
sites, you can quickly respond to status changes and reduce or
prevent connectivity loss.

Monitoring Devices and Sites

1. Navigate to the Home screen by selecting the GridObserver logo.
You can monitor all the devices and sites in your network from this
screen.

GO Demo Network Overview

@D

Devica Typs.

(l GRID
OBSERVER
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2. Click on the status quick-sort feature to see devices and sites that
are in an Ok, Warn, or Error state.

The quick sort options are located to the left and center of the page.

(67) gZ?ngsn GO Demo Network Overview
-

Network Summary 2

]
]
]
]
]
(]
o
pu
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]
=]
2]
]
=]
2]
0=
pud
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]
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]
=]
=]

11053 0f 1,120 entries

3. Select the gear icon in the top right corner above the table to
customize the columns shown. In the drop-down menu, select and
deselect the columns you want visible.

Refresh -
Las
e = it Layout
= urrent Layou

B sove Reset

TIP: Click the

53
;;E Columns in Table

: column headings
= § to sort items in that
| o field.

s
Last Change
=8 <

= Device Columns
53

S e cace
s2( @oeviced
53 (B bevice Type D
o IPAddress
53 [ Latitude

s3( [ Longitude
=
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4. To see the most current information, click the Refresh icon at the
far right of the top menu.

(G?) GRID Showing all Devices
OBSERVER'
: o] = @
— _ Site Name Device Name Device Type Status Last Check  Last Change
@
Network Summary %

HEEEE0E0E |DE00REREE

Showing 1to Tof Lentries =
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Group Collections

Group Collections are groups of devices or sites displayed in the
left side bar. Two collections exist by default: Device Types and
Sites. Default and custom collections and their content are displayed
in alphabetical order. Content in the left sidebar is always visible
(except when you change your display to hide the side menus), so
create collections of what is most important for your operations.

All existing collections can be edited at any time except the default
collections, Device Types and Sites. Default collections include every

device type or site in the network. To add a collection to the left
sidebar, complete the following:

Adding a Collection to the Left Sidebar

1. Select Group Collections from the Administration drop-down

mendu.

GO Demo Network Overview

Device Type
TR AcerEon

o ot
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2. Click the Add Entry button.

D coveno x4

€ 5 C & nups/godemot.conene

— - Mapping v _ Custom Reports v Developer Tools v

@5 Collection

nadeny

Network Summary |

Collections Membership Count

0D 0 o saamunpe A

0 ARemergencias

0 Auditorio Municipal|
© AutoHotel Peccato
© Banamex

0 Bodega Aurrera

0 Gasolinera

o Aviat Microwave.
0 Cambium 650
0 Cisco Equipment

o
0 0 ADDBusTerm
00 Aduana MexicoTiju;
0 0 Asuper

0 0 Arena Monterrey
0 0 Auditorio Municipal
00 AutoHotel Peccato!
0 0 Ayuntamiento Muni
0

LI ERERL LT

Showing Lo TLof L entres

TIP: To edit an existing collection, click on the collection and select groups to
add or remove them from the collection.

3. Enter a title for the collection in the Enter Collection Title form
field.

I oDemo x o+

< C @ nhttps//godemo?.conxxnet/views/collection/details.cfm

Administration v  Operations v  Engineering v Executive v  Mapping v Custom Reports v Developer Tools v

) -
( )OBSERVER
& Group Name ip Count
0 AD0Eus Terminal T
O sime 2
O Asuper 1
5] 1
O AutoHotelpeccato's 1
Network Summary L] = p— f
B 0 o BackhaulType A :f: ::::Z :9
B8 o o ADOBusTerminal ) Eanamex B
BB o o ARemergencias O Bancomer 2
B8 o o Auditorio Municipal [ Bancomer 2
B8 o o AutoHotelPeccato’ | [ Eancomer 5
BB o o Bonamex O Bancomer A
0 0 BodegaAurrera O Bancomer :
BB 0 o Gasolinera [ Banco Santander Serin 1
BB o o Gasolinera :*: Lo ;
O Bblotec 2
@ o DeviceTypes A | ciioteca Compechs B
0 0 ACS [ Biblioteca deESIQEE 1
B8 0 0 alerttest [ EBibliotecaEnzoLevi 6
0 ALU6E50 [ Biblioteca Estaal 1
0 ALUTTS0 [ Bocadelgysnas 1
0 ALUDMX . T
0 Aviat Microwave a :
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4. Select the checkboxes by the groups, sites, or devices you would
like to include in this collection.

I oDemo x o+

< C @ nhttps//godemo?.conxxnet/views/collection/details.cfm

Administration v  Operations v  Engineering v Executive v  Mapping v Custom Reports v Developer Tools v

(QD) GRID

OBSERVER Save Collection Changes | Undo

ip Count

& Group Name

T
= 3

z

1

k 1

Network Summary L] 1
1

0 0 BackhaulType A 1
B8 o 0o ADOBus Terminal “
BB o o ARemergencias N
BB o o Auditorio Municipal :
BB o 0 AutoHotel Peccato” 2
B8 o o Banamex :
0 0 BodegaAurrera A
B o o Gasolinera 1
BB o o Gasolinera 1
— 1
@ o EWpeviceTypes A 3
0 0 ACS c
BB 0 0 alert_test :
0 0 ALU6850 15
0 0 ALUTTS0 L
0 0 ALUDMX 1
0 0 Aviat Microwave 7
0 0 Cambium 650 :

TIP: Membership Count refers to the number of individual items in a
collection or group.

5. When finished, click the Save Collection Changes button.
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Reporting

Reporting is the main purpose for GridObserver. Actionable
intelligence can improve the quality, reliability, and health of any
network. GridObserver’s extensive data collection and reporting
capabilities provide useful information for many departments in your
organization:
« Network operations staff
» Day-to-day network issues
- Network engineering
- Key data (historical and current) that can inform engineering
and design considerations to accommodate growth and
network changes
« Corporate- and management-level decision makers
« Track the effectiveness of network investments and
determine where to invest for optimal results .

Some standard reports come as a default in GridObserver. You can
find them in the Operations drop-down menu.

Examples of standard reports include the following:
« Problem identification
- Configuration variances
- Utilization
« Trends
« Performance parameters
« Latency average
. Latency speed
+ Loss (connection problems)
- Overall availability (uptime)

In addition to standard reports, you can create and configure custom
reports that show any trackable data in whatever format you find
most useful. Conxx can work directly with you to help with this
process.
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OBSERVER



GRIDOBSERVER QUICK-START GUIDE

Creating a Custom Report

1. Select Custom Report Builder from the Operations drop-down

menu.

GO Demo Network Overview

Device Name Device Type Status
e TN A5
ooy

o odegaurers
0 Gasolinera e
o Gusonen

Eowviceryoes A | &

0 alert test

0 Aviat Microwave.
0 Cambium 50
0 Cisco Equipment

[ o ~
o 00 Bus Terminal B
0 Acusna Mexio Tiju:
0 Arens Monterey
o Auditorio Municipal
0 Auto Hotel eccato’
o Ayuntamiento N
o ayuriamiento Muri
o Banamex

2. Select the device types you would like to include in the custom
report from the Select Device Type drop-down menu on the right.

q GRID
OBSERVER

Select Device Type-

Acatel WeLs.

0 BackhaulType A
0 ADO Bus Terminal
0 ARemergencias
0 Auditoio Municipal|
0 Auto Hotel Peccato!
0 Banamex
0 Bodega Aurrera
0 Gasollnera
0 Gasolinera

o EoeviceTypes A

0
00 alerttest

LR Ll Fortigate 2008

o o AT

0 0 AWDMX Generic dge Router
0 0 AviatMicrowave Heaiz

0 0 Cambluméso )

0 o CiscoEquipment 1PTUEE

JuniperFrewal (Gener)

o Elsites ~
00 A00gus Termnal B
00 Adusnaexico i
00 Arenaonterrey
00 Auditoro Muricpal
00 AutoHotel Pecto’
00 Ayuntamiento uni
00 syuntamietouni
0 0 gansmex

conxx



GRIDOBSERVER FEATURE OVERVIEW
AND QUICK-START GUIDE

3. Select the information that you would like included in the report by
choosing columns from the Select Columns list.

@ covem x4 ~ s x

% GRID Select Device Type
OBSERVER'

Ceragon P20 .
Select Columns

@ Alarm Level
Ceragon PTPIink P

l Ceragon PTPlink Remote P

10U Part Number

Network Summary M ARl
BackhaulType A b
TADO Bus Terminal Latiude
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Auto Hotel Peccato! @Name
NTP Server

Bodega Aurrera Objectid

RemotelP

@RxF

rap Server
X Frequency.

Aviat Microviave.
Cambium 650
Cisco Equipment

Sites ~
ADO Bus Terminal )
‘Aduana Mexico i

2 onterrey.
Auditorio Municipal
| Peccato
Ayuntamiento Muni
Ayuntamiento Muni
Banamex

BOCSBDREE j30BEERRNHE |DEAREEREE

c:esa?eeu
zrx

4. Click Generate Report.
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GLOSSARY

Base station - Multipoint radio that serves as a hub to which multiple
endpoints can connect.

CPE - Customer premise equipment such as a subscriber radio, or a
remote switch on a premise.

Geocode - Process return codes by location.

IANA - Internet Assigned Numbers Authority - Global IP
authorization.

Jitter - Interruptions during a probe.

Latency - An expression of how much time it takes for a packet

of data to get from one designated point to another. In some
environments, latency is measured by sending a packet that is
returned to the sender; the round-trip time is considered the latency.

Loss - Packet loss occurs when one or more packets of data
travelling across a computer network fail to reach their destination.
Packet loss is either caused by errors in data transmission, typically
across wireless networks or network congestion.

Machine Learning- A process whereby a system will take multiple
data inputs into learning algorithms in order to identify actionable
intelligence that would otherwise go undetected.

Management Tree - NIBs are chosen by operators in an organized
directory.

MOM - Manager of Managers, typically
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NIBs (Network Information Base) - Basic expression that can be
built upon

Nodes - Either a redistribution point or a communication endpoint.
The definition of a node depends on the network and protocol layer
referred to.

OIDS (Object identifier) - Specific feature of a device that can be
tracked.

Packet - Expressions in probe

Probe - Track alerts from device types over and over again.
Protocol - A set of rules by which data communications occur.
Remote site - A remote endpoint on a wide-area network.

SAIDI & NSAIDI - System Average Interruption Duration Index.
This indicates the duration of an outage. (NSAIDI is a term that is
established by GridObserver and adds the word “network” to the
beginning of the name.)

SAIFI & NSAIFI - System Average Interruption Frequency Index.
This indicates the duration of an outage. (NSAIDI is a term that is
established by GridObserver and adds the word “network” to the
beginning of the name.)

Site - Location with multiple devices.
SNMP - Simple Network Management Protocol
SNMP Table - Network tree of expressions

Subscriber - An endpoint radio that communicates back to a base
station.
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